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3.2 SIERRA KINGS HEALTH CARE DISTRICT 
GENERAL BUSINESS 
POLICIES AND PROCEDURES 

 
INTERNET AND EMAIL USAGE – towards good general business practices for the Sierra Kings Health 
Care District (referred to as the District). 

 
PURPOSE:  
The purpose of this policy is to defines protocols related to the use of the internet and Electronic Mail 
(email) for the District.  It addresses the process to maintain confidentiality, security, and integrity of 
communications of the District. 
 
POLICY:   
It is the policy of the District that access to the internet and email will be granted to District employees 
based on need. Upon termination of employment, the user’s email and internet access credentials will 
be forwarded to the Executive Director and the user’s access credentials shall be voided. 
 
Internet use, including use of email, will be limited to necessary business communication and research. 
 
PROCEDURE: 
 
Acceptable Use 
 
Departmental Purpose: 

 
1. Communications and information exchanges directly relating to the mission and work tasks 

of the District. 

2. Use for advisory, standards, research, analysis, and professional society or development 
activities related to the user’s duties in the District. 

3. Research related to vendor and user group documentation. 

4. Download program fixes, research hardware and software capabilities available, and pricing 
as part of an assignment. 

5. Review technical and trade journals and work-specific publications. 

6. Review other documentation relevant to the mission of the District. 

 
Unacceptable Use includes but is not limited : 
 

1. Violations or infringements on the rights of any other person, including the right to privacy. 
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2. Accessing or exchanging electronic media that contains defamatory, offensive, false, 
inaccurate, abusive, obscene, pornographic, profane, sexually oriented, threatening, racially 
offensive or otherwise biased, discriminatory or illegal material. 

3. Electronic activity that violates the District’s regulations prohibiting sexual harassment. 

4. Any use of the District’s information systems for any illegal purpose. 

 
It is also unacceptable to use the District’s information systems to: 
 

1. Conduct any non-District business. 

2. Solicit the performance of any activity that is prohibited by law. 

3. Transmit material, information, or software in violation of any local, state or federal law. 

4. Engage in any activity for personal gain or personal business transactions. 

5. Make any unauthorized purchases. 

6. Play games. 

7. Visit non-business-related chat rooms or news groups. 

 
Monitored Use: 

1. Employees will not have any expectation of privacy.  The District reserves the right to monitor 
Internet use and email periodically without notice to employees.   

2. When an instance of non-compliance in a District system is suspected or discovered, the 
Executive Director will consider all necessary disciplinary actions. 

 
Email Ownership:  
All emails and the associated attachments are the property of the District. 
 
Copyright Material:  
Users may download copyrighted material, but its use must be strictly within the user agreement as 
posted by the authors or current copyright law. 
 
System Conduct:  
All users will follow all other District standards and policy with regard to conduct and security. 
 
File Maintenance:  
Users are responsible for maintaining the files they capture from the Internet.  This responsibility 
includes not storing information unnecessarily and purging information when it is no longer needed.  
This is especially true for files that contain graphics. 
 
Limitation, Termination, and/or Revocation of Use: 
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District Administration is responsible for compliance with provisions of this policy and for investigating 
suspected non-compliance.  These duties include, but are not limited to: 
 
1. Investigation of alleged or suspected non-compliance with the provisions of the policy. 

2. Suspension of services to users or or of user access with or without notice when deemed 
necessary for the operation and/or integrity of the District’s communications infrastructure or 
connected networks. 

3. When an instance of non-compliance is discovered in a computing system or network 
connected to the District’s network, Administration will proceed in accordance with the 
Administrative Manual and Personnel Policies.  Internal discipline, up to and including 
discharge, may be appropriate in some cases of non-compliance with this policy.  Criminal or 
civil action may be initiated in appropriate instances. 

 

E-MAIL Specifics: 

1. Users should endeavor to make each of their electronic communications truthful and accurate, 
and use the same care in drafting e-mail and other electronic documents as they would for any 
other written communication as the quality of your writing will reflect on the District.  Keep in 
mind that others may review anything created or stored on the system and that even deleted 
files may be recovered. 

 
 
2. All outgoing e-mails should identify the sender and include the District’s name, relevant phone 

number and e-mail address.  Additionally, the following confidentiality notice must appear: 
  

“CONFIDENTIALITY NOTICE: This e-mail and any attachments may be privileged and 
confidential and protected from disclosure.  If the reader of this message is not the intended 
recipient, you are hereby notified that any dissemination, distribution, review, disclosure or 
copying of this communication or any attachment(s) is strictly prohibited.  If you have 
received this communication in error, PLEASE notify us immediately by replying to this 
message or by telephone and then destroy all copies of this communication and any 
attachments from your computer.” 

 
3. E-mail Users must restrict their use of the system to District business purposes.   

 
4. Users must not: 

a. Transmit confidential or proprietary information to unauthorized recipients. 

b. Transmit obscene, offensive, harassing or hostile messages to any recipient. 

c. Enter, transmit or maintain messages with derogatory or inflammatory remarks about any 
  individual, nor abusive, profane or offensive language. 
 

d. Transmit information that is illegal or unethical.  
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e. Transmit disclosures that could adversely affect the District, its officers, employees, or 
agents. 

5. E-mails containing confidential information should always be transmitted in a secure method 
(e.g. encryption).   

 
6. The e-mail system employs User ID’s and associated passwords to isolate the communications 

of different Users.  Users must never share passwords or reveal them to anyone.  Users may not 
intercept, disclose, or assist in intercepting/disclosing e-mail communications. 
 

7. Because some information is intended for specific individuals and may not be appropriate for 
general distribution, Users should exercise caution when forwarding messages. 

 
8. Users should periodically purge from their personal e-mail storage areas messages no longer 
  needed for business purposes. 

 
8. Users must immediately report any violations of this policy to their supervisor; failure to do so 

constitutes a violation of this policy. 
 

10. The District’s Executive Director is responsible for enforcing this policy.  Employees who violate 
this policy are subject to discipline, up to and including termination from employment, 
professional discipline, or criminal prosecution. 
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